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Glossary

The term ‘School’ is used as standard to mean the educational establishment that is adopting this
policy.

The term ‘Headteacher’ is used to refer to the person with overall day-to-day responsibility of the
School.

Directors are the Trustees of the Board.

LGB is the Local Governing Body.

Trust Policy Aims

The term Online safety is used to encompass the safe use of all online technologies in order to protect
children and young people from risks.

This Policy covers the acceptable, safe and responsible use of all online technologies (including
internet, apps, email, web cams, instant messaging and other social networking spaces, mobile
phones and games). It aims to safeguard adults and children within the school setting and beyond
the school environment.

As part of the Every Child Matters agenda set out by the government, the Education Act 2004 and
the Children’s Act, it is the duty of schools to ensure that children are protected from potential harm
both within and beyond the school environment.

It also explains procedures for any unacceptable or misuse of these technologies by adults or
children.

The risks include:

*  Commercial issues with spam and other inappropriate email.
*  Viruses.
* lllegal activities of downloading or copying any copyright materials and file-sharing via the
internet or any mobile phone device.
*  Cyberbullying.
e Scams
*  Cybercrime.
* Radicalisation.
*  Child Sexual Exploitation:
- Online grooming by predators, usually pretending to be someone younger than their
true age.
- Sharing or receiving of nude and semi-nude photographs.

- Online content which is abusive or pornographic.

- Catfishing
All staff are required to read Keeping Children Safe in Education 2023 (Section 1) and the Better
Together Learning Trust Child Protection Policy.
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These documents provide detailed explanations of the risks of online safety. A summary is provided
below.

Cybercrime

Cybercrime is criminal activity committed using computers and/or the internet. It is broadly
categorised as either ‘cyber-enabled’ (crimes that can happen off-line but are enabled at scale and
at speed on-line) or ‘cyber dependent’ (crimes that can be committed only by using a computer).
Children with particular skills and interest in computing and technology may inadvertently or
deliberately stray into cyber-dependent crime. If there are concerns about a child in this area, the
designated safeguarding lead (or a deputy), should consider referring into the Cyber Choices
programme. This is a nationwide police programme supported by the Home Office and led by the
National Crime Agency, working with regional and local policing. It aims to intervene where young
people are at risk of committing, or being drawn into, low-level cyber-dependent offences and divert
them to a more positive use of their skills and interests. Note that Cyber Choices does not currently
cover ‘cyber-enabled’ crime such as fraud, purchasing of illegal drugs on-line and child sexual abuse
and exploitation, nor other areas of concern such as radicalisation on-line bullying or general on-line
safety.

Radicalisation

Children are vulnerable to extremist ideology and radicalisation. Similar to protecting children from
other forms of harms and abuse, protecting children from this risk is part of our Trust’s safeguarding
approach. As with other safeguarding risks, staff should be alert to changes in children’s behaviour,
which could indicate that they may be in need of help or protection. Staff should use their judgement
in identifying children who might be at risk of radicalisation and act proportionately which may
include the designated safeguarding lead (or a deputy) making a Prevent referral.

Child Sexual Exploitation (Grooming, sharing of nudes and semi-nudes, catfishing and viewing
online content which is abusive or pornographic)

CSE is a form of child sexual abuse which may include non-contact activities, such as involving
children in the production of sexual images, forcing children to look at sexual images or watch sexual
activities, encouraging children to behave in sexually inappropriate ways or grooming a child in
preparation for abuse including via the internet. CSE can occur over time or be a one-off occurrence
and may happen without the child’s immediate knowledge for example through others sharing
videos or images of them on social media.

Cyberbullying
Cyberbullying, or online bullying, is a form of child-on-child abuse and takes place on an online
platform. This can be through the use of social media apps, streaming and social gaming platforms.

Roles and Responsibilities Specific for the Governors and Chief Executive Officer of Better
Together Learning Trust:

It is the overall responsibility of the Headteacher along with the Governors to ensure that there is an
overview of Online safety (as part of the wider remit of Child Protection) across the Trust with further
responsibilities as follows:
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The Headteacher has designated an Online safety Leader to implement agreed policies,
procedures, staff training, curriculum requirements and take the lead responsibility for
ensuring Online Safety is addressed in order to establish a safe ICT learning environment.

A disclaimer should appear on all emails from the school email address stating the views
expressed are not necessarily those of the school. The Headteacher is responsible for
promoting Online safety across the curriculum and has an awareness of how this is being
developed, linked with the school development plan.

The Headteacher should inform Governors about the progress or updates to the Online safety
curriculum and ensure Governors know how this relates to child protection.

The Governors must ensure Child Protection is covered with an awareness of Online safety
and how it is being addressed. It is the responsibility of the Governors to ensure that all Child
Protection guidance and practices are embedded.

An Online safety Governor (can be ICT or child Protection Governor) will challenge the school
about having an AUP and especially about: Firewalls, anti-virus software, filters, using an
accredited ISP, awareness of wireless technology issues and a clear policy on using personal
devices.

Ensure that any misuse or incident is dealt with appropriately according to policy and
procedures.

Online Safety Leader
It is the role of the designated Online safety Leader to:

Staff

Ensure AUP is reviewed annually, taking into account new and emerging issues and
technologies. Update staff regularly on the updated policy.

Ensure filtering is set to correct level (or inform the IT Support Team).

Ensure all adults are aware of filtering levels and why they are there.

Monitor use of the internet and online technologies.

Ensure that personal devices are not be used in the school.

Keep a log of incidents for analysis to help inform future development and safeguarding,
where risks can be identified. Refer to section 12 of the Allegation Procedure from the Local
Safeguarding Children Board Northamptonshire to ensure correct procedures are used with
incidents of misuse.

Work alongside the IT Support Team regarding antivirus software and the deployment of
regular updates.

It is the responsibility of staff:

To ensure they know who the Designated Person for Child Protection is.

Be familiar with Behaviour and other relevant policies.

Alert the Online safety leader of any new or arising issues that may need to be included in
policies and procedures.

Ensure children are protected and supported in their use of on-line technologies so that
children know how to use them in a safe and responsible manner.

To sign an Acceptable Use Statement when joining the Trust.

Remember confidentiality.
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. Report accidental access to inappropriate materials to the Online Safety Leader and IT
helpdesk so that inappropriate sites can be added to the restricted list.

Children/Students
Children/Students are:

. Involved in the review of our Acceptable Use Rules through the School Council.

. Responsible for following the Acceptable Use Rules whilst within the school.

. Taught to use the internet in a safe and responsible manner through ICT and PSHE lessons.

. Taught about internet safety within cross-curricular lessons so that pupils do not develop
misconceptions that online safety is isolated to ICT and PSHE lessons.

. Taught to tell an adult about any inappropriate materials, without reprimand.

. Taught about the dangers involved with online sites and what to do in the event of witnessing

inappropriate use or feeling unsafe.
Appropriate Use by Staff
All staff will receive a copy of the Acceptable Use Policy and a copy of the Acceptable Use Rules,
which will be signed and returned to your place of work.

The acceptable use should be similar for staff to that of the children/students so that an example of
good practice can be established.

In the event of Inappropriate Use

If a member of staff is believed to misuse the internet or any online technologies (including social
networking sites) in an abusive or illegal manner, a report must be made to the Headteacher
immediately and then the Allegations Procedure (Section 12, Local Safeguarding Chhildren Board
Northamptonshire) and the Child Protection Policy must be followed to deal with any misconduct
and all appropriate authorities contacted.

Appropriate Use by Children/Students

The rules are there for children/students to understand what is expected of their behaviour and
attitude when using the internet which then enables them to take responsibility for their own
actions, e.g. knowing what is polite to write in an email to another child/student or understanding
what action to take should there be the rare occurrence of sighting unsuitable materials.

The rules are displayed in each classroom and in the computer suite. All students are asked to sign
an acceptance of the rules when joining the school.

These rules are shared with students each year to remind them of the rules and a new agreement
signed with parents.

Parents/carers are also asked to sign an acceptance of the rules to show their support. This is also
intended to provide support and information to parents/carers when children/students may be using
the internet beyond school. Parents/carers should feel able to suggest amendments and discuss the
rules at any time to reflect any potential issues, as appropriate.

In the Event of Inappropriate Use by Children/Students

. In the event of misuse of the internet, access may be taken away for a limited time.
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. Additional disciplinary action may be taken in line with existing practice on inappropriate
language or behaviour.

. If a student accidentally accesses inappropriate materials the child will report this to an adult
immediately.
. If a student is discovered to have shared or received nudes or semi-nudes, this will

immediately be taken to the DSL. Images are not to be viewed or shared.

The Curriculum and Tools for Learning

Students are taught to use the internet and online technologies in a safe and responsible manner
within their ICT lessons, PSHE lessons and reinforcement within the classroom within cross-curricular
lessons.

Personal safety — students are made aware that they should not disclose any personal information
on websites or in email, including name, address, telephone number, email address, school, clubs
attended and where, age DOB or passwords. Staff, parents and carers should monitor the content
of photographs uploaded.

Email use

We have email addresses for students to use as individuals as part of their entitlement to being able
to understand different ways of communicating and using ICT to share and present information in
different forms. Staff and students are to use their official school issued email addresses for any
communication between home and school only. Parents/carers are encouraged to be involved in the
monitoring of emails sent.

Virtual Lessons

When virtual video calls are required to take place due to pupils learning offsite or staff working
offsite, there will always be more than one adult present. Staff and pupils will be appropriately
dressed and no recording of the videos will take place. Students will be provided with a clear list of
rules to follow and parents will provide written consent via email to allow their child to take part.

Virtual Learning Video Rules

These rules will be shared if/ when the need arises.

1. If you plan on participating with the video, you should take part from a communal area of
your home. You should not take part in the video call from your bedroom.

2. Do not use your full name for your user name. Use your first name and initial of your
surname. E.g. James B.

3. You should make sure an adult at home knows you are on a video call (adults do not have to
joinin).

You should never record or take photos of your screen during a video call.

You should not share the video invite link with anyone that is not in our class.

You should dress appropriately for the video call (no pyjamas please).

N o vk

You should respect our normal classroom rules on the call, which means no rude language or
inappropriate behaviour.
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Student Mobile phones and other Technologies

Students should not use a mobile phone whilst on the school site. These should be switched off
and handed in for safe keeping throughout the day. Phones will be stored in a lockable cupboard or
unit.

Staff Mobile Phones and other Technologies

Staff are allowed to bring their personal phones to school for their own use, but will limit such use
to non-contact time when students are not present. Staff members’ personal phones will remain in
their bags or cupboards during contact time with students. Staff will not take pictures or recordings
of students on their personal phones or cameras. We will follow the General Data Protection
Regulation and Data Protection Act 2018 when taking and storing photos and recordings for use in
the school. See also Mobile devices policy.

Under no circumstances should staff members use their personal numbers to contact students of
any age. If contact is to be made in an emergency situation,mobile telephones must be used in the
presence of another member of staff. Any breach of this procedure will be treated as misconduct
and dealt with through the Trust’s disciplinary process.

It is also the Trust’s policy to ensure that we educate our children/students in understanding the use
of a public domain and the consequences of misusing it including the legal implications and law
enforcement through relevant curriculum links.

Video and Photographs

The term image refers to the taking of video footage or photographs via any digital camera or video
camera. When in school there is access to digital cameras, video cameras and school laptops. Staff
should not use their own personal equipment to take images of children/students in school. Images
should only be uploaded to SharePoint.

The sharing of photographs online will only occur after permission has been given by a parent/carer
or member of staff. Any photographs uploaded should not have a file name of a student, especially
where uploaded to a school website. Photographs should only ever include a student’s first name.
Group photographs are preferable and should not be of any compromising positions or in
inappropriate clothing, e.g. gym kit.

Filtering and Safeguarding Measures

The school uses an All-In-One Software for Network, Classroom, Safeguarding and Asset
Management which enables the school to manage and monitor any Windows and Chrome device
from a Centralised Web portal.

The school utilises a Prevent compliant filtering policy and integrates the Home Office Terrorism
Watch List (CTIRU - Counter Terrorism Internet Referral Unit) so that all sites and searches on that
list are blocked and cannot be accessed. A banned word list is maintained that is copied from the
Internet Watch Foundation, providing us with a baseline of terms that should be filtered and blocked.
This list of banned words conforms to terms identified by the DfE as used in ISIL dialogue so that
students are unable to use these words to search for related material. Social media sites such as
YouTube, Twitter and Facebook are filtered by the school but can be opened up if necessary to offer
flexibility within lessons.

Page 7



Anti-virus software and anti-malware software is used on all network and laptop PCs and is updated
on a regular basis.

A firewall ensures information about our children and the school cannot be accessed by
unauthorised users.

Children use a search engine that is age appropriate (Google).
The Headteacher has signed a disclaimer stating agreement to the filtering levels being maintained
as part of the connectivity to broadband requirement.

As part of the ICT and PSHE curriculum, students take part in lessons focusing on raising awareness
of how to stay safe online and being responsible users. They are also made aware of CEOP (Child
Exploitation On-Line Protection).

Monitoring

Teachers and teaching assistants will monitor the use of the internet within lessons and extra-
curricular activities. The Network Manager will monitor the use of the internet and inform the Online
Safety Lead should inappropriate sites be accessed. A senior member of staff should be monitoring
the use of the internet by students and staff, on a regular basis.

School library & Other online devices

The computers in the library and the ICT Suite, and the tablets/ laptops , are protected in line with
the school network. Students should be supervised when using these computers in the same way
they would be for curricular lessons using on-line technologies.

Parents

. Roles — (There is no statutory requirement for parents to sign acceptable use policies.) Each
student will receive a copy of the Acceptable Use Policy on entry to Better Together Learning
Trust which will be explained in school and should be read with the parent/carer, signed and
returned to school confirming both an understanding and acceptance of the rules. The Trust
will keep a record of the signed forms.

. Support — We believe in promoting a positive attitude to using the World Wide Web and
therefore want our parents to support their child’s learning and understanding of how to use
on-line technologies safely and responsibly. We offer all parents the opportunity to find out
more about how they can support our school in keeping their child safe whilst using on-line
technologies beyond school. Information is regularly posted in our termly newsletter to
parents and they can call or visit the school at any time for information.

Links to Other Policies

Relationships and Behaviour Policy and Anti-Bullying Policies

Please refer to the Relationships and Behaviour Policy for the procedures in dealing with any
potential bullying incidents via online communication.

Allegation Procedures and the Child Protection Policy

Please refer to the Allegation Procedure, section 12, in order to deal with any incidents that occur
as a result of using personal mobile or email technologies which may result in an allegation or misuse
or misconduct being made by any member of staff.
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Allegations should be made to the Headteacher. If the allegation is made about the Headteacher,
this should be made to the Chief Executive Officer immediately or Chair of Governors in the
event of the allegation made about the Chief Executive Officer.

The (DFES) DCFS White Paper clearly states that no personal equipment belonging to staff should be
used when contacting children and young people about homework or any other school issues either
in or beyond school and any such action should be dealt with. We follow this information to protect
our staff members from potential allegations of misconduct by a child or parent.

Please refer to the Child Protection Policy for the correct procedure in the event of a breach of child
safety and inform the designated person for child protection within school immediately.

PSHE

We link the teaching and learning of eSafety with our PSHE curriculum by ensuring that the
key safety messages are the same whether children are on or off line engaging with other
people.

Health & Safety

Refer to the Health & Safety Policy for information on the safe use of offline technologies.
(Wireless technologies are not considered to be a hazard following advice from the Health
Protection Agency to the Government.)

School Website
The uploading of images to the school website will be subject to the rules as stated in the

Acceptable Use Policy. Permission is always sought from the parent/carer prior to the
uploading of any images.

Staff Procedures for Misuse

These procedures should be followed in the event of any misuse of the internet:

a.

b.

C.

d.

An inappropriate website is accessed inadvertently:

Report website to the Online Safety Leader if this is deemed necessary. Contact the helpdesk
filtering service for school so that it can be added to the banned list. Check the filter level is at
the appropriate level for staff use in school.

An inappropriate website is accessed deliberately:

Ensure that no one else can access the material by shutting down. Log the incident. Report to
the Headteacher/Online Safety Leader immediately. Headteacher to refer back to the
Acceptable Use Rules and follow agreed actions for discipline. Inform IT Department as above.

An adult receives inappropriate material.

Do not forward this material to anyone else — doing so could be an illegal activity. Alert the
Headteacher immediately. Ensure the device is removed and log the nature of the material.
Contact relevant authorities for further advice e.g. police.

An adult has used ICT equipment inappropriately:
Follow the procedures for b.
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e. An adult has communicated with a child or used ICT equipment inappropriately:

Ensure the child is reassured and remove them from the situation immediately, if necessary.
Report to the Headteacher and Designated Person for Child Protection immediately, who should
then follow the Allegations Procedure and Child Protection Policy from Section 12, Local
Safeguarding Children Board Northamptonshire. Preserve the information received by the child
if possible and determine whether the information received is abusive, threatening or innocent.
Once Procedures and Policy have been followed and the incident is considered innocent, refer
to the Acceptable Use Rules for Staff and Headteacher to implement appropriate sanctions. If
illegal or inappropriate misuse is known, contact the Headteacher or Chair of Governors (if
allegation is made against the Headteacher) and Designated Person for Child Protection
immediately and follow the Allegations procedure and Child Protection Policy. Contact CEOP
(police) as necessary.

f. Threatening or malicious comments are posted to the school website (or printed out) about
an adult in the school:
Preserve any evidence. Inform the Head teacher immediately and follow Child Protection Policy
as necessary. Inform the Online Safety Leader so that new risks can be identified. Contact the
police or CEOP as necessary.

Procedures need to be followed by the school within Section 12 of the Allegations Procedure and
Child Protection Policy from the Local Safeguarding Children’s Board Northamptonshire guidance.
All staff should know who the Designated Person for Child Protection is.

It is important to remember that any offensive images that may be received should never be
forwarded to anyone else, even if it is to report them as illegal as this constitutes illegal activity and
you will be liable to prosecution and investigation by the police.

Page 10



Better Together Learning Trust - Acceptable use Rules for Staff
These rules apply to all online use and to anything that may be downloaded or printed.

To ensure that all adults within the school setting are aware of their responsibilities when using any
online technologies, such as the internet or email, they are asked to sign these Acceptable Use Rules.
This is so that they provide an example to students for the safe and responsible use of online
technologies which will educate, inform and protect and so that they feel safeguarded from any
potential allegations or inadvertent misuse themselves.

. | know that | should only use the school equipment in an appropriate manner and for
professional uses.

. | understand that | need to give permission to students before they can upload images (video
or photographs) to the internet or send them via email.

. | know that images should not be inappropriate or reveal any personal information of children
if uploading to the internet.

. | have read the Procedures for Incidents of Misuse (page 9) so that | can deal with any problems
that arise, effectively.

. | will report any incidents of concern for student’s safety to the Head teacher, Designated
Person for Child Protection or Online Safety Leader in accordance with procedures listed in the
Acceptable Use Policy.

. | know who the Designated Person for Child Protection is.

. | know that | am putting myself at risk of misinterpretation and allegation should | contact
children via personal technologies, including my personal email and should use the school
email and phones (if provided) and only to a student’s school email address upon agreed use
within the school.

. | know that | should not be using the school system for personal use unless this has been agreed
by the Headteacher and/or Online Safety Leader.

. | know that | should not use memory sticks or storage devices at school or on school devices.

. | will not open any attachments or click on a link that appears in an email from an unknown
source.

. If | receive a concerning email from an unknown source | will report it immediately to the IT
Technician and Headteacher/Online Safety Leader. | will not open it or forward it on.

. | will only install hardware and software | have been given permission for.

. | will ensure that | follow the GDP regulations and have checked | know what this involves.

. | will ensure that | keep my password secure and not disclose any security information unless

to appropriate personnel. If | feel someone inappropriate requests my password | will check
with the Online Safety Leader.

. | have been given a copy of the Acceptable Use Policy to refer to about all issues and
procedures that | should follow.

. | will adhere to copyright and intellectual property rights.
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Better Together Learning Trust — Online safety Acceptable Use Policy

| have read, understood and agree with these Rules and the guidance for staff use as | know that by
following them | have a better understanding of Online Safety and my responsibilities to safeguard
students when using online technologies.
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Student’s Procedures for Misuse
These procedures should be followed in the event of any misuse of the internet:

An inappropriate website is accessed inadvertently:

. Reassure the student that they are not to blame and praise for being safe and responsible by
telling an adult.
. Report website to the Online Safety Leader/ Headteacher if this is deemed necessary.
. Contact the helpdesk filtering service for school so that it can be added to the banned list.
. Check the filter level is at the appropriate level for use in school.
. Inform the Headteacher so that they are aware of the content accessed.
An inappropriate website is accessed deliberately:
. Refer the student to the acceptable Use Rules that were agreed.
. Reinforce the knowledge that it is illegal to access certain images and police can be informed.
. Inform the Headteacher so that they are aware of the content accessed.
. Decide on appropriate sanction.

. Notify the parent/carer.

An adult or student has communicated with a student or used ICT equipment inappropriately:

. Ensure the student is reassured and remove them from the situation immediately.
. Report to the Headteacher and Designated Person for Child Protection immediately.
. Preserve the information received by the student if possible and determine whether the

information received is abusive, threatening or innocent.

. If illegal or inappropriate misuse the Headteacher must follow the Allegation Procedure and/or
Child Protection Policy from Section 12, Local Safeguarding Children Board Northamptonshire.

. Contact CEOP (police) as necessary.

Threatening or malicious comments are posted to the Trust website about a student in the Trust
schools Preserve any evidence.

. Inform the Headteacher immediately.
. Inform the Online safety Leader so that new risks can be identified.
. Contact the police or CEOP as necessary.

Dear Parent/Carer

We have recently updated our Online Safety Policy to reflect the use of all online technologies (not
just the internet and email). Digital camera and video are being used increasingly and it is vital that
students understand how to use them safely.

In order to support the school in educating your child about Online Safety (the safe use of the internet),
please read the following Online Safety Rules with your child, then sign and return the form attached.
In the event of a breach of the rules by any child, the Online Safety Policy details further actions and
consequences should you wish to view it. The rules and consequences of any breach have been
discussed in school with your child.
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These rules provide an opportunity for further conversation between you and your child about safe
and appropriate use of the internet and other online tools (e.g. mobile phone), both at school and
outside of school (e.g. at a friend’s house or at home).

Should you wish to discuss the matter further please contact the Head Teacher.

Yours faithfully,

Mrs S ljewsky Chief Executive Officer

Online safety Acceptable Use Rules Return Slip

Student Agreement:

Name of student: Class

. With an adult, | have read and understood the rules for using the internet, email and online
tools, safely and responsibly.

. | know that adults working with me at school will help me to stay safe and check that | am using
the computers to help me with my work.

Student Signature Date

Parent/Carer Agreement:
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. | have read and discussed the rules with my child and confirm that he/she has understood what
the Rules mean.

. | understand that the school will use appropriate filtering and ensure appropriate supervision
of children when using the internet, email and online tools. | understand that occasionally
inappropriate materials may be accessed and accept that the school will endeavour to ensure
this is infrequent and will deal with any incident that may arise, according to policy.

. | understand that whilst my child is using the internet, email and any other facilities outside of
school, that it is my responsibility to ensure safe and responsible use.

Parent/Carer signature Date

Please return this form to the class teacher.

Our Online safety Rules

. We will ask permission from an adult before using the Internet.

. We will not break copyright laws.

. We will not use personal storage devices on any computer in school.

. We will use the internet to help us learn and we will learn how to use the internet.

. We will send emails and messages that are polite and friendly.

. We will only email or video-call people an adult has approved.

. Adults are aware when we use online tools, such as video-calls.

. We will never give out passwords or personal information (like our surname, address or phone
number), without permission.

. We will never post photographs without permission and never include names with
photographs.

. We will not access other people’s files.

. If we need help we know who to ask.

. If we see anything on the internet or in an email that makes us uncomfortable, we know what
to do.

. If we receive a message sent by someone we don’t know we know what to do.

. We understand that the internet sites we visit will be monitored.

. We know we should follow the rules as part of the agreement with our parent/carer and know

what will happen if we do not.
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Further guidance for parents/carers

The following websites offer further information and guidance:

https://www.internetmatters.org/

http://www.ceop.police.uk/

https://www.childline.org.uk/

http://www.netsmartzkids.org/g (5-17)

http://www.thinkuknow.co.uk
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